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Globus is …

a non-profit service 
developed and operated by



Our team comprises …

professional software developers 
and business operators with 

extensive experience in industry 
and academia



Our mission is to…

increase the efficiency and 
effectiveness of researchers   

engaged in data-driven 
science and scholarship

through sustainable software
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Development is funded by...

U . S . D E PA R T M E N T O F

ENERGY



Operations are funded by subscribers



14% Commercial

Sustainability enabled by freemium model

• Basic file transfer free to non-profit research institutions
• Annual subscriptions provide advanced capabilities to 

researchers and visibility/control to administrators

4% Commercial

13% Federal Agencies/
National Facilities

20% Other
Universities

46% R1 Universities

4% Hospital/Health
Care Systems

13% Independent
Research Institutes

80% US Institutions 20% International
Institutions



Globus is known for reliable, secure file transfer

72.8Gbps



Conceptual Architecture: Hybrid SaaS



Globus Conenct unifies data access across diverse 
landscape of storage systems…
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Research Computing HPC

Desktop Workstations

Archives Instruments

Personal Systems

Public Cloud Storage

National Resources

“I need to easily, securely 
and reliably move or replicate 
my data between systems.”



Currently supported systems



We enable a “data 
appropriate” storage strategy

• Access frequency 
(data temperature)

• Access modality(ies)
– Ad hoc, via web browser
– Scripted, via CLI tools
– Programmatic, via APIs

• Uniform interface and 
user experience
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Uniform interface, consistent user experience
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Move without (worrying about) limits

• API request rates
• Data volume
• Third-party tools cannot circumvent  these…
• …but you can use Globus to “fire-and-forget”
• à it will (eventually) be done
• File size …see “Data appropriate” above :-)

16



Public / private cloud stores

On-premises
stores

Project repositories,
replication stores

Public repositories

We simplify secure sharing with collaborators…



Analysis 
store

Next-Gen Sequencer

MRI

Advanced Light Source

Personal system

Remote visualization

Light Sheet Microscope

High-durability, 
low-cost store

…help researchers manage instrument data…

Cryo-EM



…and build data-centric applications
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SEER Registry

Medical Center Registry
State Registry

SEER Registry

Medical Center Registry
State Registry



Use(r)-appropriate interfaces

GET /endpoint/go%23ep1
PUT /endpoint/demodoc#my_endpt
200 OK
X-Transfer-API-Version: 0.10
Content-Type: application/json
…

Globus
service

Web

CLIPlatform
(RESTful APIs)
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• Custom portals
• Science Gateways
• Unique workflows
• Any research application…

21



Globus core security features

• Access Control
– Identities provided and managed by institution
– Institution controls all access policies 
– Globus is identity broker; no access to/storage of user credentials 

• Data remain at institutions, not stored by Globus
• Integrity checks of transferred data
• High availability and redundancy
• Encryption of user files and Globus control data



Globus High Assurance features

• Additional authentication assurance
– Authenticate with a specific identity within session
– Reauthenticate after specified time period

• Session/device isolation
– Authentication context is per application, per session

• Enforces encryption of all user data in transit
• Audit logging



Globus for protected data management

Restricted data 
handling
à PHI, PII, CUI 
à Compliant 
data sharing

Security controls                         
à NIST 800-53                             
à 800-171 Low+

BAA w/Uchicago
à UChicago BAA with Amazon



Let’s take a look…



Globus Connect Server architecture



Data

Control

Connectors/gateways for cloud storage

Globus endpoint

Other
Globus 

endpoints

Globus
Collection

Globus
Collection
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Cloud Storage Gateways 
(using Globus connectors)



Deployment varies by cloud provider,
but has common elements

• Provider configuration
– Register an application
– Get app credentials

• Storage gateway creation
– Use app credentials
– Specify access policy

• Mapped collection creation
– User account ßà Globus identity mapping

• Guest collections shield users from complexity
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Globus Search and Portal Framework
Example: Advanced 
Photon Source
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acdc.alcf.anl.gov



Cancer Registry Records for Research (CR3)

• Create network of federated cancer registries
– Deploy similar infrastructure at other cancer registries 
– Enable queries across multiple registries

• Federation via Globus: network scale ßà local control
– Data owners input/export data sets, apply QC, set access policies
– Registry data remain at the institution where they were generated
– Identities are provided/authenticated by the institution, not Globus
– System scale depends on data owners providing storage resources



CR3 Portal
Federated logon using Globus Auth
with Pitt/UPMC as identity providers

Dynamically updating
charts as facets change

Variable facets based on 
source registry index

Google-like text search with
facets for filtering

Developed using a framework based 
on the Globus Modern Research 
Data Portal* design pattern
(docs.globus.org/mrdp)

* PeerJ Articles:cs-144 https://peerj.com/articles/cs-144/



Current Focus…



Automating data management at scale

Timer Service
Scheduled and recurring transfers
(a.k.a. Globus cron)

Command Line Interface
Ad hoc scripting and integration

Globus Flows service
Comprehensive task (data and 
compute) orchestration with human in 
the loop interactions



The Globus Timer service

• Scheduled/recurring file transfers
• Supports all Globus transfer and sync options
• Service with a command line interface
• Example: NIH – hpc.nih.gov/storage/globus_cron.html
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Automating Cryo-EM Flows

Globus 
Flows

Search

Search, 
discover, 

reuse

Share

Set access 
controls

Transfer

Move final 
files to repo

Search

Index 
ingest

Auth

Get 
credentials

Transfer

Transfer 
raw files

funcX

Launch 
analysis job

Carbon!

Correct, 
classify, … funcX

Extract 
metadata 



Managed automation of tasks

• Flows: A platform service for defining, applying, and 
sharing distributed research automation flows

• Flows comprise Actions
• Action Providers: Called by Flows to perform tasks
• Triggers*: Start flows based on events

* In development



docs.globus.org
globus.org/connectors

globus.org/subscriptions
outreach@globus.org
support@globus.org


